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Original Article 
 

New cryptosystem using Vigenere and multiple bit-level 
permutations  

 
Abdellatif JarJar  

Moulay Rachid High School, Taza, IJCAT-326629, Morocco    
 
Abstract 

The largest part of the image encryption algorithms operates on the pixel as a central 
element by implementing diffusion confusion and eventually a permutation. On the 
other side, a permutation applied at the bit level changes not only the pixel value, but 
also its location within the image. In this work, we will propose a new technology for 
medical and color image encryption, which starts with an application of an improved 
Vigenere method acting at the pixel level to overcome any differential attack, 
followed by an implementation of several chaotic permutations acting at the bit level. 
Simulations performed on a large number of images of different sizes and formats 
ensure that our method is not subject to any known attacks. 

Article Highlights 

This new technology which applies Vigenere trick for protection against any 
differential attack followed by several permutations acting at bit level for color image 
encryption is based on the following novelties 
1. New sequence chaotic design 
2. Implementation of Vigenere's advanced technique  
3. Switching to binary writing 
4. Generation of chaotic permutations 
5. New method setup 

https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
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𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁   

𝐺𝐺𝑡𝑡 = ℤ
𝑡𝑡ℤ�  𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅

𝐴𝐴(: 𝑗𝑗): 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝑗𝑗 𝑜𝑜𝑜𝑜 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 𝐴𝐴
𝐴𝐴(𝑗𝑗; ): 𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿 𝑗𝑗 𝑜𝑜𝑜𝑜 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 𝐴𝐴

⨁:𝑋𝑋𝑋𝑋𝑋𝑋 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜
𝐸𝐸(𝑥𝑥):𝑇𝑇ℎ𝑒𝑒 𝑤𝑤ℎ𝑜𝑜𝑜𝑜𝑜𝑜 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑜𝑜𝑜𝑜 𝑥𝑥

 

 

Keywords:   Vigenere grid; Chaotic map; Broadcast function; Chaotic permutation; 

I.Introduction 
The advancement of number theory in mathematics provides researchers with a new 
opportunity to generate new algorithms for image encryption based on chaos. Other 
researchers are happy to improve some classic techniques by injecting chaos. We cited 
some improvements acting at de pixel level from Vigenere, Hill and Feistel. [1 − 2 −
3 − 4].  
1) Vigenere's classical technique 
This technology is based on static (𝑉𝑉)matrix defined by the following algorithm 

 
Let (𝑃𝑃): plain text, (𝐶𝐶): cypher text; (𝐾𝐾): Encryption key, (𝑉𝑉) Vigenere matrix and  
(𝑙𝑙): length of clear text. So 

 
The classic Vigenere technology is supported by a very public substitution matrix and 
a private key copied to the size of the plaintext. Until the arrival of Babagh, the 
classic version of this method has withstood many tests. Some attempts to improve the 
method have been developed, but the same common matrix is always used. [5 − 6 −
7 − 8]. 
1) Our contribution 
Our contribution in this work is to start with a deeply improved trick of Vigenere for a 
suppression of any differential attack and to switch to binary notation to apply 
multiple permutations to encrypt a color image. 

I.The proposed method 



 
Abdellatif JarJar 

 
THE JOURNAL OF APPLIED SCIENCES RESEARCH, 8(1), 28-50 

 

 

Pa
ge

30
 

Based on chaos [9 − 10 − −11 − 12], This new cryptosystem is based on the 
following axes 
Axe 1:    Chaotic Sequences Development  
The paper adopts a new two-dimensional chaotic map most [13 − 14 − 15]commonly 
used in the image encryption domain. This choice is based on the large size of the 
secret key and the high sensitivity to initial conditions on the one hand, and on the 
other hand on the simplicity of its configuration in the system. 
1) 2D Logistics Map Decryption 
It is a two-dimensional map [16 − 17 − 18]  defined by a second-degree polynomial. 
The installation of the chaos is described by the initial conditions. The equation below 
describes the expression of the 2D logistic map 

 
2) Chaotic vector design 
Our algorithm requires the construction of chaotic vectors determined by the 
algorithm below 
 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝑎𝑎𝑎𝑎𝑎𝑎 𝑐𝑐ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 

    

 
𝑓𝑓𝑓𝑓𝑓𝑓  𝑖𝑖 = 1 𝑡𝑡𝑡𝑡24𝑛𝑛𝑛𝑛

𝐶𝐶𝐶𝐶(𝑖𝑖) =  𝑚𝑚𝑚𝑚𝑚𝑚 �𝐸𝐸 �
𝑥𝑥(𝑖𝑖) + 2𝑦𝑦(𝑖𝑖)

3
∗ 1011, 254� + 1�

𝐾𝐾𝐾𝐾(𝑖𝑖) =  𝑚𝑚𝑚𝑚𝑚𝑚 �𝐸𝐸 �
𝑥𝑥(𝑖𝑖) + 𝑦𝑦(𝑖𝑖) ∗ 𝑦𝑦(𝑖𝑖)

2
∗ 1011, 253� + 2�

𝐾𝐾𝐾𝐾(𝑖𝑖) = 𝐸𝐸 �
𝐾𝐾𝐾𝐾(𝑖𝑖) + 𝐶𝐶𝐶𝐶(𝑖𝑖)

2
�

 

 
 
 
[2] 

3) Binary control vector development. 
For the supervision and monitoring of our algorithm, two binary vectors are created by 
the following algorithm 
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Control vector 

      

 
𝑓𝑓𝑓𝑓𝑓𝑓  𝑖𝑖 = 1 𝑡𝑡𝑡𝑡 12𝑛𝑛𝑛𝑛
𝑖𝑖𝑖𝑖 𝑥𝑥(𝑖𝑖) ≥ 𝑦𝑦(𝑖𝑖) 𝑡𝑡ℎ𝑒𝑒𝑒𝑒
𝐵𝐵𝐵𝐵(𝑖𝑖) = 0 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸
𝐵𝐵𝐵𝐵(𝑖𝑖) = 1
𝐸𝐸𝐸𝐸𝐸𝐸 𝑖𝑖𝑖𝑖

      

𝑖𝑖𝑖𝑖 𝐶𝐶𝐶𝐶(𝑖𝑖) ≥ 𝐾𝐾𝐾𝐾(𝑖𝑖)𝑡𝑡ℎ𝑒𝑒𝑒𝑒
𝐶𝐶𝐶𝐶(𝑖𝑖) = 0 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 𝐶𝐶𝐶𝐶(𝑖𝑖) = 1

𝑒𝑒𝑒𝑒𝑒𝑒 𝑖𝑖𝑖𝑖
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑖𝑖

 

 
 
[3] 

Axe 2: Vigenere upgrade  
In order to overcome any differential attack, we start our encryption process by 
applying the improved Vigenere technique [19 − 20 − 21]. 
1) Original Image Vectorization   
After the three (𝑅𝑅𝑅𝑅𝑅𝑅) color channels extraction and their conversion into size vectors 
 (𝑽𝑽𝑽𝑽), (𝑽𝑽𝑽𝑽), (𝑽𝑽𝑽𝑽) (𝟏𝟏,𝒏𝒏𝒏𝒏) each, a concatenation is established to generate a  vector 
   𝑿𝑿(𝒙𝒙𝟏𝟏,𝒙𝒙𝟐𝟐, . . . . . . . . ,𝒙𝒙𝟑𝟑𝒏𝒏𝒏𝒏) of size (1,3𝑛𝑛𝑛𝑛). This operation is described by the 
following algorithm, 
 

Original Image Vectorization   

𝐹𝐹𝐹𝐹𝐹𝐹 𝑖𝑖 = 1 𝑡𝑡𝑡𝑡  𝑛𝑛𝑛𝑛
𝑋𝑋(3𝑖𝑖 − 2) = 𝑉𝑉𝑟𝑟(𝑖𝑖)
𝑋𝑋(3𝑖𝑖 − 1) = 𝑉𝑉𝑔𝑔(𝑖𝑖)
𝑋𝑋(3𝑖𝑖) = 𝑉𝑉𝑏𝑏(𝑖𝑖)

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑖𝑖

 

 
 
[4] 

a) Initialization value computation 
The initialization value must be calculated in order to change the startup pixel in the 
future and start the encryption process correctly. This value depends closely on the 
original image and the control vector (𝐶𝐶𝐶𝐶). The calculation of this value is described 
below 

𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 

𝑓𝑓𝑓𝑓𝑓𝑓 𝑖𝑖 = 2 𝑡𝑡𝑡𝑡 3𝑛𝑛𝑛𝑛
𝐼𝐼𝐼𝐼 𝐶𝐶𝐶𝐶(𝑖𝑖) = 0 𝑇𝑇ℎ𝑒𝑒𝑒𝑒
𝑉𝑉 = 𝐼𝐼𝐼𝐼⨁𝑋𝑋(𝑖𝑖)⨁𝐶𝐶𝐶𝐶(𝑖𝑖)

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸
     𝐼𝐼𝐼𝐼 = 𝐼𝐼𝐼𝐼⨁𝑋𝑋(𝑖𝑖)⨁𝐾𝐾𝐾𝐾(𝑖𝑖)

𝐸𝐸𝐸𝐸𝑑𝑑 𝑖𝑖𝑖𝑖
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑖𝑖

 

 
 

[5] 

The chaotic vector participates in the calculation of the initialization value mainly to 
avoid the problem of uniform image color. 
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2) Vigenere's advanced methods 
This technique requires the establishment of two substitution matrices (𝑉𝑉𝑉𝑉) and 
(𝑉𝑉𝑉𝑉) through the process described by the following steps 
1. permutation (𝑅𝑅𝑅𝑅) obtained by descending ordering the first 256 𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣 of the 
sequence (CL)  
2. permutation (𝑅𝑅𝑅𝑅) obtained by increasing the ordering the first 256 𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑣𝑠𝑠 of 
the sequence (𝐾𝐾𝐾𝐾),   
with the following restrictions 

Lodging 

𝐼𝐼𝐼𝐼 𝑃𝑃𝑃𝑃(𝑖𝑖) = 256 𝑇𝑇ℎ𝑒𝑒𝑒𝑒 𝑃𝑃𝑃𝑃(𝑖𝑖) = 0
𝐼𝐼𝐼𝐼 𝑅𝑅𝑅𝑅(𝑖𝑖) = 256 𝑇𝑇ℎ𝑒𝑒𝑒𝑒 𝑅𝑅𝑅𝑅(𝑖𝑖) = 0 

(3) 

This new construction is entirely supervised by the vector (𝐶𝐶𝐶𝐶). It is given by the 
following algorithm 

 
note that this building is completely done under the control of the vector (𝐶𝐶𝐶𝐶). 

Example: in (𝑮𝑮𝟖𝟖) 

 
a) New Vigenere’s mathematical expression 
Based on Vigenere’s classic formula, given by the following formula 

Vigenere Expression 

𝑌𝑌(𝑖𝑖) = 𝑉𝑉𝑉𝑉(𝐶𝐶𝐶𝐶(𝑖𝑖),𝑋𝑋(𝑖𝑖)) (4) 

In this work the image 𝑌𝑌(𝑖𝑖) of pixel 𝑋𝑋(𝑖𝑖) is given by the formula below 
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New Vigenere Expression 

𝐼𝐼𝐼𝐼 𝐵𝐵𝐵𝐵(𝑖𝑖) = 0 𝑇𝑇ℎ𝑒𝑒𝑒𝑒
𝑉𝑉1�𝑋𝑋(𝑖𝑖)� = 𝑌𝑌(𝑖𝑖) = 𝑉𝑉𝑉𝑉�𝐶𝐶𝐶𝐶(𝑖𝑖),𝑉𝑉𝑉𝑉(𝐾𝐾𝐾𝐾(𝑖𝑖),𝑋𝑋(𝑖𝑖)⨁𝐾𝐾𝐾𝐾(𝑖𝑖))�

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸
𝑉𝑉2�𝑋𝑋(𝑖𝑖)� = 𝑌𝑌(𝑖𝑖) = 𝑉𝑉𝑉𝑉�𝐾𝐾𝐾𝐾(𝑖𝑖),𝑉𝑉𝑉𝑉(𝐾𝐾𝐾𝐾(𝑖𝑖),𝑋𝑋(𝑖𝑖)⨁𝐶𝐶𝐶𝐶(𝑖𝑖))�

 

 
 
[7] 

This new expression is closely related to the control vector (𝐵𝐵𝐵𝐵) 
2) First Encryption Process 
The figure below describes in detail the new technique of Vigenere acting at the pixel 
level 

 
Figure2 : First Encryption 

 
Encryption functions 

          (V): advanced substitution matrix
(Π): New diffusion function  

(5) 

(𝛱𝛱) The new diffusion, defined by the following equation 
Diffusion function 

Π(𝑋𝑋(𝑖𝑖 + 1)) = 𝑉𝑉𝑉𝑉�𝐾𝐾𝐾𝐾(𝑖𝑖),𝑉𝑉𝑉𝑉(𝐶𝐶𝐶𝐶(𝑖𝑖),𝑋𝑋′(𝑖𝑖)⨁𝑋𝑋(𝑖𝑖
+ 1))� 

(6) 

This function links the encrypted pixel with the next clear pixel. This schema is 
translated by the algorithm below 
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First process algorithm 

𝑋𝑋′(1) = 𝑉𝑉𝑉𝑉�𝐾𝐾𝐾𝐾(1),𝑉𝑉𝑉𝑉(𝐶𝐶𝐶𝐶(1), 𝐼𝐼𝐼𝐼⨁𝑋𝑋(1))�
𝐹𝐹𝐹𝐹𝐹𝐹 𝑖𝑖)2 𝑡𝑡𝑡𝑡 3𝑛𝑛𝑛𝑛

Π�𝑋𝑋(𝑖𝑖)� = 𝑉𝑉𝑉𝑉 �𝐾𝐾𝐾𝐾(𝑖𝑖),𝑉𝑉𝑉𝑉�𝐶𝐶𝐶𝐶(𝑖𝑖),𝑋𝑋′(𝑖𝑖 − 1)⨁𝑋𝑋(𝑖𝑖)��
𝐼𝐼𝐼𝐼 𝐵𝐵𝐵𝐵(𝑖𝑖) = 0 𝑇𝑇ℎ𝑒𝑒𝑒𝑒
𝑋𝑋′(𝑖𝑖) = 𝑉𝑉1 �Π�𝑋𝑋(𝑖𝑖)��

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸
𝑋𝑋′(𝑖𝑖) = 𝑉𝑉2 �Π�𝑋𝑋(𝑖𝑖)��

𝐸𝐸𝐸𝐸𝐸𝐸 𝑖𝑖𝑖𝑖
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑖𝑖

 

 
 
 
 
[8] 

We note that this first step uses only substitutions, which ensures an extreme speed in 
the execution. The output vector 𝑿𝑿′(𝒙𝒙′𝟏𝟏,𝒙𝒙′𝟐𝟐, … … . . ,𝒙𝒙′𝟑𝟑𝒏𝒏𝒏𝒏), 'will undergo a second 
encryption attempt. 
1) First round analysis  
Several images have been tested by this first round of improved Vigenere, we quote 

Example: "Lena" encrypted in the first round 
 

 
Axis 4: Permutation generation   
1) Binary Writing 
The vector (𝑋𝑋′) is converted into binary to obtain a matrix (𝑋𝑋𝑋𝑋) of size (8.3𝑛𝑛𝑛𝑛). 
This process follows the following path 
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We consider the table (𝑇𝑇) of binary values lower than 4 

 
Finally, the passage of the vector (𝑋𝑋′) in binary matrix (𝑋𝑋𝑋𝑋) of size (8,3𝑛𝑛𝑛𝑛) is 
defined by the following algorithm 
 

Binary Writing 

𝐹𝐹𝐹𝐹𝐹𝐹 𝑖𝑖 = 1 𝑡𝑡𝑡𝑡 3𝑛𝑛𝑛𝑛

𝑥𝑥 = 𝐸𝐸 �
𝑋𝑋′(𝑖𝑖)

16
�

                     𝑦𝑦 = 𝑋𝑋′(𝑖𝑖) − 16 ∗ 𝑥𝑥            

𝛼𝛼 = 𝐸𝐸 �
𝑥𝑥
4
�

𝛽𝛽 = 𝑥𝑥 − 4 ∗ 𝛼𝛼

𝛾𝛾 = 𝐸𝐸 �
𝑦𝑦
4
�

𝛿𝛿 = 𝑦𝑦 − 4 ∗ 𝛾𝛾

 

𝑋𝑋𝑋𝑋(1, 𝑖𝑖) = 𝑇𝑇(𝛼𝛼, 1) 
𝑋𝑋𝑋𝑋(2, 𝑖𝑖) = 𝑇𝑇(𝛼𝛼, 2) 
𝑋𝑋𝑋𝑋(3, 𝑖𝑖) = 𝑇𝑇(𝛽𝛽, 1) 
𝑋𝑋𝑋𝑋(4, 𝑖𝑖) = 𝑇𝑇(𝛽𝛽, 2) 
𝑋𝑋𝑋𝑋(5, 𝑖𝑖) = 𝑇𝑇(𝛾𝛾, 1) 
𝑋𝑋𝑋𝑋(6, 𝑖𝑖) = 𝑇𝑇(𝛾𝛾, 2) 
𝑋𝑋𝑋𝑋(7, 𝑖𝑖) = 𝑇𝑇(𝛾𝛾, 1) 
𝑋𝑋𝑋𝑋(8, 𝑖𝑖) = 𝑇𝑇(𝛾𝛾, 2) 
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑖𝑖 

 
 
 
[9] 

This passage in binary notation is determined by the following algorithm 
Binary transition 

𝐹𝐹𝐹𝐹𝐹𝐹 𝑖𝑖 = 1 𝑡𝑡𝑡𝑡 8
𝐹𝐹𝐹𝐹𝐹𝐹 𝑗𝑗 = 1 𝑡𝑡𝑡𝑡 3𝑛𝑛𝑛𝑛

𝑀𝑀𝑀𝑀(𝑖𝑖, 𝑗𝑗) = 𝑋𝑋𝑋𝑋�𝑖𝑖,𝑄𝑄𝑖𝑖(𝑗𝑗)�
𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑗𝑗, 𝑖𝑖

 

 
[10] 
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2) The Two P-Box Construction 
Two permutation matrices will be constructed.   The matrix (𝑃𝑃𝑃𝑃) of size (8,3𝑛𝑛𝑛𝑛) will 
be used for the permutation of rows, while the matrix (𝑃𝑃𝑃𝑃) of size (3𝑛𝑛𝑛𝑛, 8) will be 
used for the permutation of columns. 
a) Construction of (PL) 
The construction of the first P-Box requires the generation of three permutations in 
(𝐺𝐺64) 
1. The first row is the permutation (𝑃𝑃1) obtained by a descending sort in the 
broad sense on the first 3nm values of the vector (𝐶𝐶𝐶𝐶). 
2. The second line is the permutation (𝑃𝑃2)obtained by a descending sort in the 
broad sense on the first (3𝑛𝑛𝑛𝑛) values of the vector (𝐾𝐾𝐾𝐾) 
3. The third row is the permutation (𝑃𝑃3) obtained by a descending sort on the first 
3nm values of the vector (𝑈𝑈). 
The determination of the 𝑃𝑃𝑃𝑃(𝑖𝑖: ) line  𝑓𝑓𝑓𝑓𝑓𝑓 𝑖𝑖 > 3 by the following equation 
 

(𝑃𝑃𝑃𝑃) 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 

𝐼𝐼𝐼𝐼 𝐶𝐶𝐶𝐶(𝑖𝑖) = 0 𝑇𝑇ℎ𝑒𝑒𝑒𝑒 
𝑃𝑃𝑃𝑃(𝑖𝑖: ) =  𝑃𝑃𝑃𝑃(𝑖𝑖 − 1: )𝑜𝑜𝑜𝑜𝑜𝑜(𝑖𝑖 − 2: ) 

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 
𝑃𝑃𝑃𝑃(𝑖𝑖: ) =  𝑃𝑃𝑃𝑃(𝑖𝑖 − 2: )𝑜𝑜𝑜𝑜𝑜𝑜(𝑖𝑖 − 3: ) 
 

 
 
[11] 

b) Construction of (PC) 
The construction of the second P-Box requires the generation of three permutations in 
(𝐺𝐺64) 
1. The first Column is the permutation (𝐶𝐶1) obtained by a descending sort in the 
broad sense on the first 8 values of the vector (𝐶𝐶𝐶𝐶). 
2. The second Column is the permutation (𝐶𝐶2)obtained by a descending sort in 
the broad sense on the first (8) values of the vector (𝐾𝐾𝐾𝐾) 
3. The third Column is the permutation (8) obtained by a descending sort on the 
first 3nm values of the vector (𝑉𝑉). 
The determination of the 𝑃𝑃𝑃𝑃(: 𝑗𝑗) line  𝑓𝑓𝑓𝑓𝑓𝑓 𝑗𝑗 > 3 by the following equation 

(𝑃𝑃𝑃𝑃) 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑 

𝐼𝐼𝐼𝐼 𝐵𝐵𝐵𝐵(𝑖𝑖) = 0 𝑇𝑇ℎ𝑒𝑒𝑒𝑒 
𝑃𝑃𝑃𝑃(: 𝑗𝑗) =  𝑃𝑃𝑃𝑃(: 𝑗𝑗 − 1)𝑜𝑜𝑜𝑜𝑜𝑜(: 𝑗𝑗 − 2) 

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 
𝑃𝑃𝑃𝑃(: 𝑗𝑗) =  𝑃𝑃𝑃𝑃(: 𝑗𝑗 − 2 )𝑜𝑜𝑜𝑜𝑜𝑜(: 𝑗𝑗 − 3 ) 
 

 
 
[12] 
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First, we swap all the rows and then we swap the columns. 
Example 
Line swapping 
 

(𝑋𝑋) 𝑿𝑿(𝟏𝟏) 𝑿𝑿(𝟐𝟐) 𝑿𝑿(𝟑𝟑) 𝑿𝑿(𝟒𝟒) 𝑿𝑿(𝟓𝟓) 𝑿𝑿(𝟔𝟔) 

Value 209 42 140 226 49 101 

 
The vector (𝑋𝑋) will be transited in binary by application of the table (𝑁𝑁𝑁𝑁). a build up 
of the two permutation tables is established. Firstly, all the rows will be permuted by 
the primary P-Box and then all the columns will be permuted by the secondary P-Box.  
This is illustrated by the following diagram 
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Column swapping 

 
Example: 

 
Step 5: Decryption encrypted images 
Our approach is a symmetric encryption system with broadcast implementation. 
Therefore, in the decryption process, we apply the inverse encryption functions 
starting with the last block. The decryption process is based on the following steps 
1.  Binary conversion 
2. Reciprocal permutation generation 
3. Switching to grayscale 
4. Vigenere reciprocal matrix 
5. Vigenere's reciprocal application 
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1) Reciprocal permutation generation 
Consider (𝑇𝑇𝑖𝑖)18the reciprocal permutation of (𝑄𝑄𝑖𝑖)18, it defines by the following 
algorithm 
 

Reciprocal permutation 

𝐹𝐹𝐹𝐹𝐹𝐹 𝑗𝑗 = 1 𝑡𝑡𝑡𝑡 3𝑛𝑛𝑛𝑛
𝑇𝑇𝑖𝑖�𝑄𝑄𝑖𝑖(𝑗𝑗)� = 𝑗𝑗

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑗𝑗
 

 
[13] 

2) Vigenere Reciprocal matrix 
Vigenere's reciprocal matrix 

𝑓𝑓𝑓𝑓𝑓𝑓  𝑖𝑖 = 1  𝑡𝑡𝑡𝑡  256
𝑓𝑓𝑓𝑓𝑓𝑓 𝑗𝑗 = 1 𝑡𝑡𝑡𝑡  256
𝐺𝐺𝐺𝐺�𝑖𝑖,𝑉𝑉𝑉𝑉(𝑖𝑖, 𝑗𝑗)� = 𝑗𝑗
𝐷𝐷𝐷𝐷(�𝑖𝑖,𝑉𝑉𝑉𝑉(𝑖𝑖, 𝑗𝑗)� = 𝑗𝑗  

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑗𝑗, 𝑖𝑖

 

 
 
[14] 

 

 
By following the same logic of Vigenere’s traditional technique, we obtain 

Vigenere Reciprocal 

𝑖𝑖𝑖𝑖  𝑧𝑧 = 𝑉𝑉𝑉𝑉(𝑦𝑦, 𝑥𝑥)
𝑇𝑇ℎ𝑒𝑒𝑒𝑒

𝑥𝑥 = 𝐺𝐺𝐺𝐺(𝑦𝑦, 𝑧𝑧)
 

 
[15] 
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3) Vigenere's inverse expression 
New Vigenere Reciprocal 

 𝑖𝑖𝑖𝑖 𝐵𝐵𝐵𝐵(𝑘𝑘) = 0 𝑡𝑡ℎ𝑒𝑒𝑒𝑒
𝑉𝑉1−1(𝑋𝑋′𝑘𝑘) = 𝐷𝐷𝐷𝐷�𝐾𝐾𝐾𝐾(𝑘𝑘),𝐺𝐺𝐺𝐺(𝐶𝐶𝐶𝐶(𝑘𝑘),𝑋𝑋′

𝑘𝑘)�⨁𝐾𝐾𝐾𝐾(𝑘𝑘)
𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒

𝑉𝑉2−1(𝑋𝑋′𝑘𝑘) == 𝐺𝐺𝐺𝐺�𝐾𝐾𝐾𝐾(𝑘𝑘),𝐷𝐷𝐷𝐷(𝐾𝐾𝐾𝐾(𝑘𝑘),𝑋𝑋′
𝑘𝑘)�⨁𝐶𝐶𝐶𝐶(𝑘𝑘)

𝑒𝑒𝑒𝑒𝑒𝑒 𝑖𝑖𝑖𝑖

 

 
 
[16] 

  

4) Reverse diffusion 
Π−1(𝑋𝑋′(𝑘𝑘)) = G𝑉𝑉�𝐶𝐶𝐶𝐶(𝑘𝑘),𝐷𝐷𝐷𝐷(𝐾𝐾𝐾𝐾(𝑘𝑘),𝑋𝑋′(k)�⨁𝑋𝑋(𝑘𝑘 − 1)           (7) 

 
Axis 5: Examples and simulations 
In this section we will show the performance of our technology compared to other 
algorithms. 
1) Brutal assaults 
They consist in reconstructing the encryption keys in a random manner. 
a. Key-space analysis 
The 2𝐷𝐷 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 𝑚𝑚𝑚𝑚𝑚𝑚 used alone in this work is attached to two initial values and four 
control parameters, which greatly increases the size of the private encryption key and 
provides strong protection against any brute force attacks. 

Secrete Key used 

𝑥𝑥0 = 0,7655412001 , 𝜇𝜇1 = 3.89541
𝑦𝑦0 = 0.865421331,   𝜇𝜇2 = 0,56120
𝜇𝜇3 = 1,3561                𝜇𝜇4 = 0,56321

 

 
(8) 

If we use single-precision real numbers 𝟏𝟏𝟏𝟏−𝟏𝟏𝟏𝟏 to operate, the total size of the key will 
greatly exceed ≈ 𝟐𝟐𝟏𝟏𝟏𝟏𝟏𝟏 ≫ 𝟐𝟐𝟏𝟏𝟏𝟏𝟏𝟏, which is enough to avoid any brutal attacks. 
b. Secret key’s sensitivity Analysis 
Our map is extremely sensitive to initial conditions and control parameters, ensuring 
that minimal disturbance to at least one parameter of the key will generate another 
chaotic sequence. 
2) Histogram analysis 
The application of a cryptographic system on a large number of randomly selected 
images to extract all the statistical constants reveals the robustness of the technology 
used. In our case, randomly selecting 150 images from a database of more than 6000 
images produced the following results. An example of the reference images chosen 
and tested by our algorithm 
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Table 1: Encrypted image histogram 

 
We noticed that all images encrypted by our system have a uniform and flat 
histogram, which can resist any histogram attack. 
3) Statistics Attack Security 
a. Entropy Analysis 
Entropy is the measure of the disorder diffused by a source without memory. The 
entropy expression is determined by the equation below 
 

Entropy 

  𝐻𝐻(𝑀𝑀𝑀𝑀)

=
1
𝑡𝑡
�−𝑝𝑝(𝑖𝑖) 𝑙𝑙𝑙𝑙𝑙𝑙2(𝑝𝑝(𝑖𝑖))
𝑡𝑡

𝑖𝑖=1

 

 
(9) 
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The entropy measured after encryption of the 150 images by our algorithm, describe 
the following curve  

 
Fugure3: Entropy of 150 images  

We note that all the cleared values revolve around the maximum value 8, which 
proves the uniformity of the histograms and ensures the protection against any attack 
by entropy. 
b. Correlation analysis  
Correlation is a technique that compares two images to estimate the displacement of 
pixels in one image relative to another reference image. The relevant expression is 
defined by the following equation 

Correlation 

𝑟𝑟 =
𝑐𝑐𝑐𝑐𝑐𝑐( 𝑥𝑥, 𝑦𝑦)

�𝑉𝑉(𝑥𝑥)�𝑉𝑉(𝑦𝑦)
 

(10) 

i.Horizontal Correlation 
Another 150 images were randomly selected from the same database to record the 
horizontal correlation values represented in the curve in the following figure The 
following figure 
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Fugure4: Entropy of 150 images  

ii.Vertical Correlation 
The curve in the following figure shows the vertical correlation values of the same 
images 

 
fIgure5: Vertical correlation of 150 images  

Figure 5 shows that the diagonal correlation values of the encrypted images are close 
to zero. This ensures high security against correlation attacks. 
 
 
 
 
 

0.00017

0.000171

0.000172

0.000173

0.000174

0.000175

0.000176

0.000177

1 7 13 19 25 31 37 43 49 55 61 67 73 79 85 91 97 10
3

10
9

11
5

12
1

12
7

13
3

13
9

14
5

0.000029

0.00003

0.000031

0.000032

0.000033

0.000034

0.000035

0.000036

0.000037

1 6 11 16 21 26 31 36 41 46 51 56 61 66 71 76 81 86 91 96 10
1

10
6

11
1

11
6

12
1

12
6

13
1

13
6

14
1

14
6



 
Abdellatif JarJar 

 
THE JOURNAL OF APPLIED SCIENCES RESEARCH, 8(1), 28-50 

 

 

Pa
ge

44
 

iii.Diagonal Correlation 
The curve in the following figure shows the vertical correlation values of the same 

images  

fIgure6: Diagonal correlation of 150 images  

Figure above shows that the diagonal correlation values of the encrypted images are 
close to zero. This ensures high security against correlation attacks. 
4) Differential analysis 
If we change one bit in an image and compare the difference between the two 
encrypted images, we get the following curve on 150 images otherwise chosen. 
Let(𝑪𝑪𝟏𝟏)and(𝑪𝑪𝟐𝟐),  be the two images whose difference is one bit only 

𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 

�
1
𝑛𝑛𝑛𝑛

� 𝐷𝐷(𝑖𝑖, 𝑗𝑗)
𝑛𝑛𝑛𝑛

𝑖𝑖,𝑗𝑗=1

� ∗ 100 

(12) 

 

𝑊𝑊𝑊𝑊𝑊𝑊ℎ     𝐷𝐷(𝑖𝑖, 𝑗𝑗) = �1    𝑖𝑖𝑖𝑖      𝐶𝐶1(𝑖𝑖, 𝑗𝑗) ≠ 𝐶𝐶2(𝑖𝑖, 𝑗𝑗)
0    𝑖𝑖𝑖𝑖       𝐶𝐶1(𝑖𝑖, 𝑗𝑗) = 𝐶𝐶2(𝑖𝑖, 𝑗𝑗)     (13) 
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The 𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈 mathematical analysis of an image is given by the below 
𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈 

�
1
𝑛𝑛𝑛𝑛

� 𝐴𝐴𝐴𝐴𝐴𝐴�𝐶𝐶1(𝑖𝑖, 𝑗𝑗) − 𝐶𝐶2(𝑖𝑖, 𝑗𝑗)�
𝑛𝑛𝑛𝑛

𝑖𝑖,𝑗𝑗=1

�

∗ 100 

 

(14) 

The study of the 150 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 revealed the following diagram 

 
fIgure7: NPCR of 150 images  

The (𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁) values found are in the range [99.63 99.95], which provides strong 
protection against any differential attack. 
For the calculation of the statistical constant (𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈), the test performed on the same 
150 images is illustrated by the curve in the following figure  
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fIgure8: UACI of 150 images  

All detected values are inside the confidence interval [33; 34   33,35].  These values 
are largely sufficient to affirm that our crypto system is protected from known 
differential attacks. 
5) Avalanche effect 
The diffusion function installed in the first encryption process using Vigenere's 
advanced technique ensures a better increase in the impact of the avalanche effect and 
gives strong protection against any differential attack 

𝐴𝐴𝐴𝐴 

�
∑ 𝑏𝑏𝑏𝑏𝑏𝑏 𝑐𝑐ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑖𝑖

∑ 𝑏𝑏𝑏𝑏𝑏𝑏 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑖𝑖
� ∗ 100 

(15) 

Figure below depicts the evaluation of the 𝐴𝐴𝐴𝐴 score for 150 images examined by our 
approach. 

 
Figure9:  Avalanche effect 
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All values returned from the (𝐴𝐴𝐴𝐴) by our method are all in the range of residual 
values [73,89     73,892]. This guarantees that a one- bit change in the clear image 
will be reflected by a change of at least 78% of the encrypted image's bits. 
6) Signal-To-Peak Noise Ratio (PSNR) 
(a) MSE 
The image quality estimation to be based on the pixel change was obtained by 
processing the (𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃) values and the (𝑀𝑀𝑆𝑆𝑆𝑆).  It is calculated by the following 
equation 
 

𝑀𝑀𝑀𝑀𝑀𝑀 

�(𝑃𝑃(𝑖𝑖, 𝑗𝑗) − 𝐶𝐶(𝑖𝑖, 𝑗𝑗))2
𝑖𝑖,𝑗𝑗

 
(16) 

   (𝑃𝑃(𝑖𝑖, 𝑗𝑗)) ; pixel of the clear image 
(𝐶𝐶(𝑖𝑖, 𝑗𝑗)): pixel of the cypher image 
(b) PSNR 
The signal-to-peak noise ratio, often abbreviated 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃, is an engineering term for the 
ratio between a signal's maximum possible power and the power of distorted noise 
that affects the precision of its display. The 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 mathematical analysis of an image 
is given by the next equation 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 

20𝐿𝐿𝐿𝐿𝐿𝐿10 �
𝐼𝐼𝑚𝑚𝑎𝑎𝑥𝑥
√𝑀𝑀𝑀𝑀𝑀𝑀

� 
(17) 

For (𝑅𝑅𝑅𝑅𝑅𝑅) color images, the definition of (𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃) is the same except that the (𝑀𝑀𝑀𝑀𝑀𝑀) 
is the sum of all square value changes. In the alternative, for color images, the image 
is transcoded into a separate color space and the 𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆 is displayed for each channel 
in that color space.  
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fIgure10: ¨PSNR of 150 images  

All values returned from the (𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃) by our method are all in the range of residual 
values [8,99   8,993].  
b) Speed analysis 
For an evaluation of the execution time, our algorithm is tested on a personal 
computer "Intel core 𝑖𝑖5 3337 𝑈𝑈 1.86 𝐺𝐺𝐺𝐺 𝐶𝐶𝐶𝐶𝐶𝐶 8 𝐺𝐺𝐺𝐺 𝑟𝑟𝑟𝑟𝑟𝑟. We use Matlab as 
programming software. We measure the encryption and decryption time of the tested 
images. 

 
fIgure11: time of 300 images  
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II.Math Security 
The size of the encryption key protects the system from brute force attacks. The 
construction of the chaotic permutations is difficult to reverse. Moreover, the 
established chaining protects the algorithm from differential attacks. 

III.Conclusion 
The beginning of this new algorithm is the implementation of the deeply improved 
Vigenere technology, which is ensured by two chaotic replacement matrices and 
additional new permutation functions, plus two Vigenere matrices to ensure diffusion, 
and then in the binary code as on the line Then apply several chaotic permutation 
applications at the bit level of the column, which provides our system with strong 
complexity and better protects the system from any known attacks. 
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