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ABSTRACT

Bluetooth technology is used primarily to establish wireless personal area
networks. Exponential growth of the volume of Bluetooth-enabled devices
indicates that it has become a popular way of wireless interconnections for
exchanging information. However, man in the middle attacks agai nst unsecured
Bluetooth implementations can provide attackers with unauthorized access to
sensitive information. It is a challenging task for researchers to provide a
complete secure Bluetooth device. However, extensive contributions have been
achieved. A comprehensive literature review of worldwide contributions from
1999 to 2014 has been carried out to analyze the Bluetooth attacks in real
scenario and to identify the security feature of Secure Simple Pairing protocol
in of Bluetooth v4.0+ low energy device. It has been found that the SSP
introduced Elliptic Curve Cryptosystems in Bluetooth which are more secure
than the previous mathematical technique based on discrete logarithm problem.
The complete security analysis of Bluetooth 4.0+ low energy, man in the
middle attacks on Bluetooth enabled devices, applications of dliptic curve
cryptographic technique & its hardness is presented through this broad review
article.

Keywords. Man in the middle, Secure Simple Pairing, Elliptic Curve
Cryptography, Low Energy, Elliptic Curve Diffee Hellman.

ARTICLE INFO
Corresponding Author:
Sanjeev Karmakar
dr.karmakars@gmail.com

How to CitethisArticle:
Gajbhiye, S, Karmakar, S,
Sharma, M., and Sharma, S.
(2015). Attacks on Bluetooth
and its  Security: A
Comprehensive Literature
Review. The Journal of
Applied Sciences Research,
2(1): 58-69.

ArticleHistory:
Received: 13 March 2015
Revised: 14 May 2015
Accepted: 16 May 2015

Copyright © 2015, World Science and Research Publishing. All rights reserved.

INTRODUCTION

One of the most important issues to any
communication technique is security. For
wireless transmission like in Bluetooth this
problem is more severe. A Bluetooth device
communicates with each other by pairing and
thus establishes link key which isused in later
sessions. In Bluetooth versions up to 2.0+
Enhanced Data Rate (EDR) (Bluetooth SG
Park. W et al., 2004), paired devices share the
same PIN (Persona Identification Number)
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code or passkey and uses challenge-response
scheme for authentication. Secure Simple
Pairing (SSP) was introduced in Bluetooth
version 2.1+EDR (Bluetooth SG Park. W et
al., 2007) new pairing technique. The main
idea was to improve protection against passive
eavesdropping and Man-in  the-Middle
(MITM) attacks. SSP employs Elliptic Curve
Diffie  Hellman  (ECDH)  public-key
cryptography (Miller, 1987). To make it more
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secure and user-friendly, each release of
Bluetooth version upgraded different aspects
of this technology. The last version
Bluetooth4.0 (Bluetooth SG Park. W et al.,
2010) focused on low power usage. Bluetooth
technology has some security 'loop-holes' that
make it vulnerable. Various types of attacks
can be performed well before pairing is
complete as well as after the pairing is
complete. Although SSP paid much attention
on security issues, several security weaknesses
are discovered, including passive off-line
guessing attack and active on-line guessing
attack. Also elliptic curves have been utilized
in devisng agorithms in public-key
cryptography. These  Elliptic  Curve
Cryptography (ECC) are more secure, as
compared to the Discrete Logarithm Problem
(DLP).

The objective of this review is to anayze
the Bluetooth attacks in real scenario and to
identify the security feature of Secure SSP
protocol in of Bluetooth v4.0+ LE devices.

The paper has been constructed with the
sections discussing security specification of
Bluetooth 4.0 + LE (Low Energy), discussing
comprehensive  review of  world-wide
contributions  (1999-2014) to andyze the
Bluetooth attacks in real scenario and to
identify the security feature of SSP protocol in
Bluetooth v4.0+LE device followed by results
and discussions and finadly ending with
conclusion.

Security Specification of Bluetooth 4.0+ Le

Four different entities are used for
maintaining security at the link layer of
Bluetooth protocol stack: a BluetoothS device
address (48 bits), two secret keys (128 bits
each), and a pseudo-random number (128
bits). Four types of link keys are identified

Initiating device A

based on different types of applications:
Combination key, Unit key, Temporary key,
Initialization key and an additional encryption
key. Functionally the combination key and the
unit key are indistinguishable; the difference
lies in the way they are generated. The
Personal Identification Number (PIN) may be
a fixed number provided with the device or
can be selected by the user. Default PIN value
of zero may be used. The length of this default
PIN is one byte, PIN (default) = 0x00
(Bluetooth SG Park. W, et al., 2010)

Secure Simple Pairing

SSP operates in either of four modes
(Bluetooth SG Park. Wet al., 2010):

Numeric comparison: In this mode pairing
devices displays 6 digit numbers.

Just works: In this mode two devices
automatically gets pared without any
comparison when discovered nearby. It can be
used together with Near Field Communication
(NFC) to make it harder for an active attack.

Out of band: In this mode pairing devices

have another channel that is used to reliably
pass information between devices.
Passkey entry: In this mode pairing devices
must have the same password. There are five
phases of Secure Simple Pairing as illustrated
inFig. 1.

Working of SSP in different phases
Phase 1: Public Key Exchange

Initialy initiating device sends its Elliptic
Curve Diffie-Hellman (ECDH) public key the
device wants to pair. The counterpart then
replies with its own ECDH public key
(Bluetooth S G Park. W, et al., 2010)

InitiatingDevice B

Step 1: Same for all protocols

Public Key Exchange

Step 2- 8: Protocol Dependent

Authentication Stage 1

Step 9 - 11: Same for all protocols

Authentication Stage 2

Step 12 : Same for al protocols

Link Key Calculation

Step 13: Same for al protocols

Encryptiion

Fig. 1: Simple Secure pairing phases, sour ce (Bluetaoth SIG Park. W, et al., 2010)
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Phase 2: Authentication Stage 1

After pairing, two devices validate each
other using chalenge response scheme. The
sequence diagram of Authentication Stage 1
for the Numeric Comparison protocol, from
the cryptographic point of view is shown in
Fig. 2 where Cx is commitment value from
device X, Ny is nonce from device X, rx is
random value generated by device X, f1( ) is
used to generate the 128 bit commitment
values C; & Cy, (Bluetooth SG Park. W, et al.,
2010).

Initiating Device A

2a. Sdect random Na

3a Set raandrbto 0

4.Cb

Phase 3: Authentication Stage 2

The second stage of authentication then
substantiates that both devices have effectively
completed the exchange. This stage is
indistinguishable in all three protocols and is
illustrated in Fig 3, where Ex is check value
from device X, , I0CapA & 10CapB is 10
capabilities of device A & B, f3(') is function
used to compute check values Ex (Bluetooth
SG Park. W, et al., 2010).

Initiating Device B

2b. Select random Nb

3b. Set raandrbto 0

3c. Compute commitment Cb =
f1 (PKb, PKa, Nb, 0)

A

6a. check if Cb =f1 (PKb, PKa,
Nb,0) if check fails, abort

7a. Vb =g (PKa, PKb, Na, Nb)

5. Na

6. Nb

Vaé& Vb are 6 digits numbersto
be displayed on each side

A 4

7b. Vb = g(PKa, Pkb, Na, Nb)

8. User checksif Va= Vb and confirms on each end (For no
display devices user confirms ‘OK”)

v

A 4

v

Fig. 2: Authentication Stage 1. Numeric comparisons protocol, source (Bluetooth SIG Park.
W, et. al., 2010)
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Phase 4: Link Key Calculation

After the confirmation of pairing and
authentication, a link key is calculated from
the derived shared key and the publicly
exchanged data (step 12 of Fig. 1) and is used
to maintain the pairing. Link key calculation is
illustrated Fig. 4. Where DHKey is Diffie

Initiating Device A

9a. Compute Ea=f3
(DHKey, Na, Nb, rb, 10capA,

Hellman key, f2( ) is used to compute the
linkkey and possible other keys from the
DHKey and random nonce’s, LK is Link Key,
PKx is Public Key of X (Bluetooth SG Park.
W, et al., 2010).

Non-Initiating

9b. Compute Eb = 3
(DHKey, Nb, Na, ra,

10.

A 4

10b. Check Ea= f3 (DHKey,
Na, Nb, rb, I0capA, A, B). If

>
l

11a check Eb =13
(DHKey, Nb, Na, ra,

Fig. 3: Authentication Stage 2, Source (Bluetooth S G Park. W, et al., 2010)

Initiating Device A

Nonlnitiating Device A

12. Both parties compute link key LK = f2 (DHKey, Nmaster, Nslave, “btlk”,

BD_ADDRmaster, BD_ADDRS ave)

Fig. 4: Link key calculation, source (Bluetooth SIG Park. W, et al., 2010)

Security of Bluetooth LE

Instead of Link Key, Long-Term Key
(LTK) is generated by one of the device and
sent over to other, rather than both devices
generating the same key separately. The
association models are alike as SSP apart from
quality of protection provided. ECDH could
not be used here because of its inadequate
resources and hence no safeguard from passive
eavesdropping. Thus an attacker may
determine LTK, once he captures LE pairing
frames (Bluetooth S G Park. W, et al., 2010).

61

LE uses Advanced Encryption Standard-
Counter with CBC-MAC (AES-CCM). Two
new keys were introduced called Identity
Resolving Key (IRK) and Connection
Signature Resolving Key (CSRK). The IRK
lets a trusted device to resolve another
device’s private device address from a public
(random) device address. The advantage of
this feature is, if the device remans
discoverable, the challenger cannot track its
location over the time. The CSRK verifies
cryptographically signed data frames from a
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particular device and lets Bluetooth connection
to use data signing (providing integrity and
authentication) to protect the connection
(Bluetooth S G Park. W, et al., 2010)

LE do not make use of authentication
challenge/response scheme. Instead successful
encryption using LTK provides implicit

| Bluetooth Low Enerav Device 1

authentication.  Similarly, successful data
signing offers inherent authentication that the
remote device holds the correct CSRK,
although privacy is not granted (Bluetooth SG
Park. W, et al., 2010).LE pairing and key
distributionisillustrated in Fig 5.

Bluetooth Low Enerav Device 1

Pairing Request

A 4

A

Phasel {

Pairing Response

A

Short Term Key(STK) Agreement

A 4

- |

Establish STK based Encryption

Secret Key Distribution(LTK, IRK, CSRK)

A 4

Phase3

T A

Secret Key Distribution(LTK, IRK, CSRK)

Figure 5 : LE Pairing and Key Distribution scheme

REVIEW OF LITERATURE

Attackson Bluetooth Devices

Several papers as well as official reports
pointed the security problem in Bluetooth.
Given an output key stream segment of length
O (2%, (Hermelin. M. and Nyberg. K., 1999)
theoretically proved that Bluetooth stream
cipher with 128 hit key can be wrecked in O
(2%%) steps (Canniere, et al, 2001) had proved
that EO stream cipher of Bluetooth has some
security imperfections. (Jakobsson. M. and
Wetzel. S., 2001) for the first time formulated
MITM attack on Bluetooth for version 1.0B.
By passive eavesdropping on the initialization
key establishment protocol they also
developed a technique to acquire the link key
using an "Off-Line PIN crunching attack”.
They pointed few limitations of version1.0B
like usage of the unit key, the short Bluetooth
PIN and the confidentiality problem caused by
site tracking (Fluhrer S. and Lucks S., 2001).
used public information of the encryption
mechanism in EO and examined keystream to
compute the encryption key.
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(Gehrmann. C. and Nyberg. K. ,2002) dealt
with the problems identified by Jakobsson &
Wetzel and demonstrated that by broadening
the current link key concept and by exploiting
the enhanced private-public key pairing
procedure, secure and convenient access point
roaming can be accomplished via Bluetooth
Baseband security. Also introduced a new
anonymity mode to avoid location tracking .(
Sun. J, e al., 2002) explored flaws of
Bluetoothl.1 protocols is because of its
wireless nature, adhoc nature, device address
scheme, methods for PIN code, random
number generation, unchangeable unit key,
and security manager. (Bagini et. al., 2002)
have found an attack on the Bluetooth stream
cipher that can reconstruct the 128-bit secret
key with complexity of about 2° from 45
initializations. (Luand Yi and Vaudenay Serge.
2002) recommended a new attack against EO
called Maximum Likelihood Decoding (MLD)
algorithm based on fast Walsh transform to
recover the closest codeword for any linear
code and was considered to be the best attack.
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(Singelee and Prenedl, 2004). Reported that
intruder can acquire the random number at
some stage in initialization phase and hence
PIN and all keys. And suggested to avoid use
of unit keys since it is stored in non-volatile
memory and almost never changed. Based on
the weakness reported by (Vainio. And Juha,
2000), (Jakobssonand Wetzel, 2001) and
(Karygiannis and Owen, 2002), (Aiss et al.,
2004) made passive wire tapping and off-line
attacks impossible and presented strong shield
against active MITM attacks by proposing
modified Diffie-Hellman (DH) key exchange
pairing mechanism that uses cryptographic
one-way functions to toughen the security of
the link key using relatively short and user-
friendly PIN values. Also suggested for PIN
size between 5-12 decima digits and ECDH
key exchange protocol for the next version.
(Levi A. et al., 2004) simulated attacks and
showed that current Bluetooth specifications
do not have protective means for relay attacks.

Since Secure Remote Protocol was found to
be dictionary attacks by both in a passive and
active approach, Bluetooth SIG recommended
change in the length of the Persona
Identification Number (PIN) used. Another
solution to dictionary attack was proposed by
(Sayegh and  El-Hadidi, 2005) by
recommending a protocol BT-EC-SRP and
succeeded in creating a strong initialization
key from aweak human memorable PIN.

(Giousouf, et al, 2005) pointed out few
weakness in Bluetooth like PIN length is too
short , unit key sharing can direct to eaves
dropping, device address are not validated
hence addresses may be spoofed , Encryption
key length and EO stream cipher algorithm is
flexible and weak, End-To-End security is not
carried out, security services are limited,
strength  of the challenge response
Pseudorandom generator is not known .
(Shaked and Wool, 2005) captured the
advantage of short PIN and implemented an
attack during pairing to decode PIN in no time.
(Haatgja, 2005) in his report recommended
that: encryption should be enabled by default
by the manufacture, long PIN codes should
aways be used, security level of Bluetooth
device should never be public as default |,
private security level should be set as
compulsory and Bluetooth device
address(BD_ADDR) must be printed in every
instruction manual. This also requires minor
changes to the Bluetooth specification.
Bypassing security model proposed by (Kim et
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al., 2005) on power-limited devices for
protecting communications between peer
devices proved to be faster than a certificate-
based DiffieHellman method. (Lu et al.,
2005) encashed flaws in resynchronization of
EO and showed the fastest plaintext attack on
Bluetooth encryption.

BT2.0 + EDRO (Bluetooth SIG Park. W et
al., 2004). Provides faster transmission speeds
than previous versons whereas SSP
introduced in BT 2.1 + EDRO (Bluetooth SIG
Park. W et al., 2007). Provides a noteworthy
security improvement for link key generation
and management such as Encryption Pause
Resume, Extended Inquiry Response, NFC
(Near Field Communication), Sniff Subrating,
Qualityof-service(QoS). SSP  considerably
simplified the pairing process from the user's
point of view. SSP either uses NFC as an Out-
of-Band (OOB) channel or asks the user to
compare two six-digit numbers in order to
provide protection against MITM attacks and
to ruin passive eavesdropping attacks Secure
Simple Pairing uses Elliptic Curve Diffie
Hellman (ECDH) public key cryptography.
ECDH provides a very high degree of security
against passive eavesdropping attacks but it
may be exposed to MITM attacks, which
however, are much harder to perform in
practice than the passive eavesdropping attack.
This attack remains in Bluetooth4.0 (Bluetooth
SIG Park. W et al., 2010).

Since the release of BT2.1+EDR, many
researchers proposed modified key Agreement
protocol to minimize eavesdropping and
MITM attacks in SSP. There after (Hypponen
& Haatga, 2007), in their paper on Nino
MITM attack on SSP exploited that the
devices exchange information about their 10
capabilities during the first phase of the SSP.
They reported that it is the point where
intruder gets control over an unauthenticated
channel, modify the information about devices
capabilities and force the devices to use the
Just Works association model. (Chang and
Shmatikov, 2007) study demonstrated that
authentication can fail when the same deviceis
involved in concurrent Simple Pairing sessions
and refined authentication scheme to integrate
session identifiers still holding the properties
of Simple Pairing

By integrating ECC and interlock protocol
(Bin. YU. and Haiyan, 2008) -efficiently
defended MITM attack in the encryption key
negotiating process and provided integrity
authentication for the keys by designing an
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encryption key agreement scheme. Haatgja et
al., proposed four novel attacks respectively:
Bluetooth BT-SSP-Printer-attack (Haataja and
Hypponen, 2008) against Bluetooth enabled
printers that support SSP , BT-SSP-OOB-
MITM attack (Haataja and Toivanen, 2008)
which exploited the fact that valid users are
misled to select a less secure option instead of
using a more secure OOB channel (e.g., USB
cable, IrDA or NFC), BT-SSP-HS/HFMITM
attack (Haatgja and Toivanen, 2008) in which
he pointed that all Bluetooth-enabled headsets
and hands-free devices that support SSP uses
the Just Works association model in order to
make pairing process user-friendly, Man-In-
The-Middle (MITM) attacks on Bluetooth
Secure Simple Pairing (SSP) named BT-Nino-
MITM (Hypptnen and Haataja, 2007) and
efficient RF fingerprint-based (Haatgja et al.,
2010) security solution for Bluetooth SSP. He
observed that disclosure and integrity attacks
usually  compromise  some  sensitive
information and can be very hazardous,
whereas DoS attacks only irritate Bluetooth
network users and are less dangerous. He
suggested few changes at specification level
like an additional window at the user interface
level, Just Works as a voluntary and OOB as a
obligatory association model.

To uncover malicious Bluetooth traffic
(Reeves. D., 2008) implemented intrusion
detection system using false signatures and
identified reconnaissance, denia of service,
and information theft attacks on Bluetooth
enabled devices. Based on the attack
classification it aso consists of an intrusion
response component to redirect attacks in
progress. (Andrew Y. Linddl, 2008) and
(Barnickel J. et al., 2009) showed that passkey
entry mode is not safe for pairing since it
reveals the password on the first part of the
pairing process. Subsequently, the attacker can
mount a man-in-the-middle attack if same PIN
is used twice on a new run of the pairing
process also suggested to pair in isolated place
and recommended to choose the arbitrary and
distinct number every time a pairing takes
place.

(Saravanan, et al., 2009) used Out Of Band
technology to show MITM attack against
Bluetooth enabled mobile phone that
supported Simple Secure Paring (SSP).
(Kumar, 2009) introduced a new parameter
called ‘au_id’” (Authentication ID) for pairing
and authentication and was accepted by
Bluetooth SIG as a method to exchange keys.

(Sharmila and Neelaveni, 2009) confirmed
TRIPLE DES agorithm better than SAFER+
algorithm. (Soriente et al., 2009) introduced
human body either as the communication
medium or as the source of the common secret
while pairing in Bluetooth. (Hay. S. and Harle
R. , 2009) found the substitute to inquiry-
based Bluetooth tracking in the form of
connection-based tracking which alows
tracing of a previously identified handset
within a field of fixed base stations and
concluded that the process is very slow and
can be a security and privacy risk.

(Alam and Khan, 2010) encrypted the
commitment value calculated by dlave based
on ECDH Cryptography to enhance the
security of pairing and authentication process
in SSP of Bluetooth. To secure the exchange
of public keys (AL-Moman et al., 2011)
proposed Enhanced SSP (ESSP) that validates
public keys of the communicating devices.
ESSP adds a phase before first phase of SSP
and is executed only once, when new devices
gets into the Personal Area Network (PAN) of
the user. This modification to SSP detects the
device if it attempts to get into the Bluetooth
networks before pairing. By reducing the
distance between |egitimate transceiver pair or
by increasing the transmission power
(Mutchukota. T. et al., 2011) presented anti-
jamming techniques on SSP modedl so as to
reduce jamming-to-signal ratio to avoid MITM
attack on Physical layer.

(Sandhya and Sumithra, 2012; 2013; 2014)
covered SSP in Bluetooth4.0 normal mode and
low energy mode. And found that it maximizes
security by using 16 alphanumeric PIN, ECDH
public key cryptography to protect passive
eavesdropping attacks and uses numerical
comparison or passkey entry user assisted
numeric methods to prevent MITM attacks. In
another paper replaced Triple DES-Tiger
algorithm with AES-Blake agorithm and
proved that it works better than the Triple
DES-Tiger agorithm. Subsequently replaced
Continuing with previous one, again used
aternative to AES by PRESENT-Blake.
Experimented conducted on Java confirmed
that the PRESENT-Blake algorithm gives 15
times better throughput than the AES-Blake
algorithm.

In order to find out the mgor
vulnerabilities in modern Bluetooth-enabled
mobile devices (Nasim, 2012) performed
successfully  several attacks such as
Surveillance, Obfuscation, Sniffing,
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Unauthorized Direct Data Access (UDDA)
and Man-in-the-Middle Attack (MITM) on the
communicating devices. To avoid man-in-the-
middle attacks so as to secure consumers
privecy efficiently (Tzu-Chang Yeh, et al.,
2012) proposed an easy and improved protocol
for authentication that requires entering the
same PIN number on both connecting devices,
instead of confirming displayed numbers.
Although (Villegas. J, 2012) reported
bluetooth 4.0 to be highly secure. Still the
author says that the sengitivity of the problem
lays when the devices pair for the first time or
when they have to re-establish alink key.
(Padgette et al., 2012) summed up security
vulnerabilities associated with Bluetooth in all
the versons as follows: Link keys can be
stored inappropriately, power of the pseudo-
random number generators is unknown, length
of Encryption key is flexible, No user
certification exists (specification provides only
device certification), End-to-end security is not
performed (Only individual links are
encrypted and authenticated, Data is decrypted
a intermediate points), restricted Security
services (Audit, non repudiation, and other
services are not the part of specification.),
Discoverable and/or connectable devices are
prone to attack , no eavesdropping protection
in LE pairing, no MITM protection against
Just Works pairing method. In  paper
“Performance Analysis and Comparison of
Bluetooth Low Energy with IEEE 802.15.4
and SimpliciTI”. (Mikhaylov K., 2013)
revealed that Bluetooth Low Energy (BLE)
provides an inexpensive and power-efficient
solution  for  wireless communication.
Nonetheless, radio transceiver and stack of
Bluetooth still have many limitations that
reduce the throughput and increases
communication time. The other serious
limitation of the BLE technology is the
restrictions regarding its network topol ogy

Security Using ECC

As stated above, SSP technique of
Bluetooth2.1+ EDR used ECC for
authentication and digital signatures. Based on
the initial work of (Miller, 1986) and (Koblitz
,1987), (Robshaw, 1997) proved that ECC
offered the opportunity to use shorter keys
than with RSA which lead to better storage
requirements and improved performance and
proved that Elliptic Curve Discrete
Logarithm(ECDLP) problem is particularly
hard to solve. Thus the smaller key sizes
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resulted in smaller system parameters, smaller
public-key certificates, bandwidth savings,
faster implementations, low power
requirements, and smaler  hardware
processors. By the end of year 2000 elliptic
curve cryptosystems have been considered as
part of various standards bodies like NIST,
Certicom Research. There dfter, many
implementations of Elliptic Curve
Cryptography were proposed by (Sui, et al.,
2002), (Aifen, et al., 2005), (Tsa, 2009),
(Martinez, et al., 2010) , (Senekane, et al.,
2011) and (Arshad and lkram, 2011) in
cryptographic applications which base their
security on the intractability of hard
mathematical ECDLP. Over the years, sub-
exponentia time algorithms were developed to
solve these problems. As a result, key sizes
grew to more than 1000 bits, so as to attain a
reasonable level of security. (Khaled and
Kayali, 2004) have embedded ECC in smart
cards, (Gupta, et al, 2004). used it for
Speeding up Secure Web Transactions,
(Lauter, 2004) proposed for wireless security,
Lencher et al., (2006) implemented in
Hardware to accelerate it, (Baktir, et a, 2007)
used in processor architecture which performs
al finite field arithmetic operations in the
discrete Fourier domain, (Malan et al., 2008)
implemented for sensor networks based on the
8-bit, 7.3828-MHz MICA2 mote in 4KB of
primary memory and many more.

SSP has gone through a series of reviews
by experts, and the released version generally
does good work in improving the security of
Bluetooth pairing. However, MITM attacks
against SSP are still possible. Therefore,
Bluetooth security architecture needs to be
further updated to prevent these threats. In
general, MITM attacks are hard to prevent in
wireless networks. By far the best way to stop
such attacks is to use SSP's OOB channel.

This study explicitly concentrated on
pairing mechanism in Bluetooth devices and
by broad literature review it is concluded that
because of defects in the Ilink key
establishment  protocol and  encryption
(optional to the user ) process that starts at the
end of the pairing process Bluetooth devices
are exposed to malicious intrusion. It is found
that Elliptic Curve technique was used in wide
range of cryptographic application and till
date it is the best cryptography technique to
improve the new pairing scheme in Bluetooth
devices.
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RESULTS

Following outcomes have been observed:

1 Normally, PIN size is 4 decimal digits
and isflexible from 1 to 16 octets.

2. Master may use separate encryption
keys for each dave in a point-to-multipoint
configuration.

3. A link key based on a unit key can be
changed. And it requires re-initialization of al
devices connecting.

4, Correlation attacks are possible
because of weakness in summation generator.

5. The high re-synchronization
frequency can disrupts correlation attacks.

6. Application decides whether to accept
or regject a suggested key size that fails in
setting up a secure link.

7. To prevent an intruder from repeating
the authentication procedure with a large
number of different keys, for each subsequent
authentication failure, the waiting interval is
increased exponentially.

8. Simple Secure Pairing:

8.1. To avoid replay attacks a pseudo-
random 128-bit nonce is used which is
generated after the exchange of public keys
and must be newly generated for each fresh
session of pairing.

8.2. An active MITM may inject its own
key material into pairing process to have any
effect other than denial-of-service.

8.3. Out of Band protocol can be more
secure the other three association models
provided both devices have matching OOB
interfaces.

84. The "gradua disclosure” technique
prevents leakage of more than 1 bit of un-
guessed Passkey information in the case of a
MITM attack.

9. Security issues in Bluetooth V4.0

9.1. LE pairing provides no eavesdropping
protection.
9.2. LE Security Mode 1 level 1 does not

require any security mechanisms (i.e. no
authentication or encryption).

10.  Security issuesin all versions

10.1. Link keys can be stored improperly.
And can be modified by attacker.

10.2. Strength of the pseudo- random
number generators (PRNG ) are not known
and may produce static or periodic numbers
that may reduce the effectiveness of security
mechanism.
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10.3. Encryption Key length is negotiable.
Bluetooth LE requires a minimum key size of
seven bytes

10.4. No user authentication exixts , only
device authentication is provided by the
specification.

10.5. End-to-End security security is not
performed. Only individual links are encrypted
and authenticated. Data is decrypted at
intemediate points. End-to-End security on top
of Bluetooth stack can be provided by use of
additional security controls.

10.6. Security services are limited. Audit,
Non-repudiation , and other services are not
part of the standard. If needed, these services
can be incorporated in an overlay fashion by
the application developer.

10.7. Discoverable  and/or
devices are prone to attack.

connectable

CONCLUSIONS

Bluetooth security is critical and as such it
should still be considered not strong enough
for sensitive and privacy invasive applications.
It is important that mobile application
devel opers should provide appropriate security
controls that offer identity-level security
features.

By broad literature review it is concluded
that during pairing process Bluetooth enabled
devices are exposed to malicious interference
because of two reasons: faults in the link key
establishment protocol, the encryption of a
session is voluntary and is done at the end of
the pairing process. Also it is found that till
date Elliptic Curve Method is best suitable
cryptography techniques to improve the new
pairing scheme.

Although LE uses similar pairing method
names to BR/EDR SSP, LE pairing does not
use ECDH-based cryptography and provides
no eavesdropping protection. An attacker may
calculate LTK if he captures the LE pairing
frames.
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